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Agenda 

• The Unnoticed Security Threat to 
Salesforce.com Environments 

• Product Overview 
– Email Alerts 

– Rules and Actions 

– Maps 

• Alternatives 

• Free Trial 
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Protection for your 
Salesforce.com Environment 
• Salesforce offers some 

protection against 
hackers, but it does not 
protect you if someone 
logs in using a stolen 
username and password. 

• 95% of all security 
breaches are because of 
human error 

• Hackers use phishing and 
social engineering to 
obtain login information 
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How Do You Know Where Your 
Users are Logging In From? 

• If someone were 
logging in from a 
foreign country as one 
of your users, would 
you know about it? 

• Where do your users 
login from? 

• Could someone be 
logged in as you right 
now? 
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Intrusion Detection with Login 
Locator (IDLL) for Salesforce.com 

• What does it do? 

– Monitors IP addresses and locations for 
Salesforce.com logins 

– Exclusive risk assessment technology 
tracks each user login 

– Alerts security administrators when 
malicious login activities occur 

– Provides a current login map of all users 
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What Rules Can Be Set? 

• Monitor Failed Login Attempts 
• Detect if a user logs in from two different 

countries in the same day 
• Detect the distance and time difference 

between logins in mph to detect a 
possible fraudulent login 

• Set higher standards on System 
Administrator logins 

• Accumulate risk assessment information 
to spot suspect users amongst hundreds 
of logins 
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What Actions Can Be Taken? 

• In the event of a suspected fraudulent 
login, we have a “Disable User” button 
which immediately marks the user 
login as “inactive”. 

• This immediately logs the user out of 
all connections and they will not be 
able to log back in until an 
Administrator flags their account Active 
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Current Login Map 

• Login markers are clustered for easy 
visibility.  Click to drill down. 
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Current Login Map 

• Markers provide basic information and 
allow a click for more details. 
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Login History Details 

• Login history details include risk 
assessment and location information. 
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Login History Details 

• And previous login attempt information 
for this user. 
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Solution Positioning 

• Wide enterprise 
value, high cost 

• Adds additional 
burden to 
Salesforce 

• Requires custom 
integration 

• Lacks our location 
based risk 
assessment 
methodology 

 

Security Information 
Event Management 
(SIEM) 

Manual Monitoring  
Salesforce Logs 

• Low value and 
Low cost 

• No Alerts 

• Requires Export 
and Manual 
Analysis of Login 
Log Files 
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Intrusion Detection 
with Login Locator 

• High value and 
low cost 

• No additional 
performance 
burden to 
Salesforce 

• No custom 
integration 
required 

• Self-contained 
within Salesforce 

• Login Maps 
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Conclusion 

• Intrusion Detection with Login Locator (IDLL) 
for Salesforce.com 

– Login information with mapping, rules and alerts 
to prevent fraudulent logins 

• High Value / Low Cost – Login Protection 

• More information at http://idahopalm.com  

 

• Free 14 Day Trial Available in the 
Salesforce.com AppExchange 
– https://appexchange.salesforce.com/listingDetail?listingId=a0N30000000qEPCEA2  

http://idahopalm.com/
https://appexchange.salesforce.com/listingDetail?listingId=a0N30000000qEPCEA2
https://appexchange.salesforce.com/listingDetail?listingId=a0N30000000qEPCEA2

